EULER HERMES STUDY - DFCG 2021

FRAUDE & CYBERCRIME:
HAS RISK INCREASED SINCE THE CRISIS?

ATTACKS DAMAGES THREATS
3 OUT OF 5 COMPANIES 10UT OF 3 COMPANIES THAT 9 OUT OF 10 COMPANIES
have observed an increase in WERE VICTIM OF FRAUD fear an increased risk of fraud
fraud attempts during suffered damages grater and cybercrime
the current year than € 10.000
6 OUT OF 10 COMPANIES
3 OUT OF 4 COMPANIES 14% OF COMPANIES have not allocated a specific budget
have observed an increase in ATTACKED to fight fraud and the cyber threat
phishing attacks suffered damages greater
than€ 100.000 57% OF COMPANIES
1 0UT OF 4 COMPANIES have seen their business partners
has been the victim of proven become victims of fraud

fraud during the current year

TOP 5 FRAUDE attempts

CEO fraud

False supplier fraud (false bank details)

Other identity theft (banks, lawyers, etc.)
38 %
’ 4 Intrusion into information systems

False customer fraud

MEASURES THAT HELPED FOIL THESE
ATTEMPS AT FRAUD

THE FRAUD PHENOMENON

AN D T H E COVI D C R I S I S (o) Personal human reaction or initiative
?I\J 4 I (Suspicion, doubt)
. :
1 0UT OF 2 COMPANIES noticed an upsurge in I
the number of attacks following the expansion )
of teleworking @ Internal control procedure
7 OUT OF 10 COMPANIES have adapted their Ci—
internal procedures to correspond to the

expansion of teleworking

ff’f‘\'\(‘ Technical device: IT security
7 OUT OF 10 COMPANIES have strenghtened —

their security procedures to protect themselves
from possible new vulnerabilities

= & [

282 respondents. Survey conducted between 10 May and 25 June 2021.
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